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Code review is the systematic examination 
of source code.


It is intended to find mistakes overlooked in 
software development, improving the 
overall quality of software.

Wikipedia
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HOW IS IT DONE?
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AN EVOLVABILITY DEFECT IS…

Code that makes codebase less 
compliant with standards, more 
error prone, or more difficult to 
modify, extend or understand.
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WHAT ARE DEFECTS?

Bugs

Evolvability [1, 2]
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LOW EVOLVABILITY COSTS MONEY

28% longer to implement 
new features [3]


36% longer to fix bugs [3]


Software structure may account for 25% 
of total maintenance costs [4]
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COST TO DEVELOP SIMILAR SIZED FEATURE OVER TIME

Co
st

Time into project
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CODE REVIEW BENEFIT 1:  FEWER DEFECTS

▸ OK not to find lots of “bugs”


▸ Remember to sell the right 
metric to management.

Bugs
Evolvability

Reduce 
evolvability 
defects

Reduce costs 
[1, 2, 3]=



@daveliddament

CODE REVIEW BENEFIT 2: SECURITY REVIEW

▸ Writing sensitive data to logs (e.g. password) 


▸ #[SensitiveParameter]


▸ Files that shouldn’t be there? (e.g. malware)


▸ OWASP top 10


▸ OWASP top 10 cheat sheet


▸ Rolled your own authentication / hashing / encryption algorithms  
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CODE BENEFIT 3: SPREAD THE KNOWLEDGE
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CODE REVIEW BENEFIT 4: MENTORING
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CODE REVIEW BENEFITS

▸Reduce defects


▸Mainly evolvability defects


▸Find security vulnerabilities 


▸Spread knowledge


▸Mentoring
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REDUCES OVERALL COST OF 
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FEATURE BASED DEVELOPMENT
Passes code review and is merged

main

main
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CODE REVIEW STEPS

Purpose Rest of the code

(commit by commit)

Tests

Bugs Evolvability 
Bugs
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WHAT ARE WE REVIEWING?
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ARE THE TESTS TESTING THE RIGHT THING?

Input Expected Output

my blog my-blog

hello Dave hello-Dave
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Input Expected Output

my      blog my-blog

it’s Saturday its-saturday

ARE ALL TEST CASES COVERED?
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WILL I UNDERSTAND 
THIS CODE IN 6 

MONTHS?
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WILL I UNDERSTAND THIS CODE IN 6 MONTHS?

$userFields = [

   'Username', 

   'Email', 

   'FirstName',

   'LastName', 

   'Phone',

];


foreach ($userFields as $key) {

    if ($userDetails->{'get'.$key}()) {

        $user->{'set'.$key}($userDetails->{'get'.$key}());

    }

}

❌
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if ($userDetails->getUsername()) {

  $user->setUsername($userDetails->getUsername());

}

if ($userDetails->getEmail()) {

  $user->setEmail($userDetails->getEmail());

}

if ($userDetails->getFirstName()) {

  $user->setFirstName($userDetails->getFirstName());

}

if ($userDetails->getLastName()) {

  $user->setLastName($userDetails->getLastName());

}

if ($userDetails->getPhone()) {

  $user->setPhone($userDetails->getPhone());

}

WILL I UNDERSTAND THIS CODE IN 6 MONTHS? (2)

✅
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CAN WE REMOVE COMMENTS?

if ($this->messageSender->sendMessage($message) === true) {

   // 3 means message sent

   $message->setStatus(3);

}
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CAN WE REMOVE COMMENTS?
class Message 

{

  public const CREATED = 1;

  public const PENDING = 2;

  public const SENT = 3;


  … rest of class …

}


if ($this->messageSender->sendMessage($message) === true) {

  $message->setStatus(Message::SENT);

}
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DO WE NEED COMMENTS?

function populateTemplate(  string $template, 

                            array $placeHolderValues,

):string { … }

/**

 * Populates template string containing placeholders with placeHolderValues

 * 

 * Inputs of

 *    $template: “Hello {name}. Prepare to play {game}”

 *    $values: [“name” => “Jane”, “game” => “monopoly”] 
 * Returns: “Hello Jane. Prepare to play monopoly”

 *

 * Optional values are marked with a ?

 * E.g. inputs of

 *    $template: “Hello {name}. Prepare to play {game?}”

 *    $values: [“name” => “Bob”] 
 * Returns: “Hello Bob. Prepare to play ”

 *     

 * @param array<string,string> $placeHolderValues

 * @throws MissingPlaceHolderValue

 */
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ARE COMMENTS 
UP TO DATE?
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HOW DO WE MAKE THIS MORE OBVIOUS?
class MarketingCampaign

{


  public function addAddress(

    string $address

  ): void {

    .. some implementation ..

  }

}
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HOW DO WE MAKE THIS MORE OBVIOUS (2)
class MarketingCampaign

{


  public function addEmailAddress(

    string $emailAddress

  ): void {

    .. some implementation ..

  }


}

❌
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HOW DO WE MAKE THIS MORE OBVIOUS (3)
class MarketingCampaign

{


  public function addEmailAddress(

    EmailAddress $emailAddress

  ): void {

    .. some implementation ..

  }


}

✅
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ARE WE FOLLOWING PROJECT CONVENTIONS?

interface LocationRepository

{


  public function findClosestTo($point);


  public function findByName($name);


  public function findBySlug($slug);


  public function searchForLocation($name, $type);


  public function findAllByType($type);


}
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DOCUMENT PROJECT CONVENTIONS
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CORRECT NAMING
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HAS TECHNICAL DEBT BEEN DOCUMENTED?

// TODO https://trello.com/c/Aaa123 

// Refactor to method


… some hacky code …

https://trello.com/c/Aaa123
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IS THE 
ARCHITECTURE 


GOOD?
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ARE THERE ANY 
BUGS?!
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CHECK LIST
▸ What are we reviewing?


▸ Do the tests fully test the required functionality?


▸ Will I understand this code in 6 months?


▸ Do comments match the code?


▸ Is the code obvious and explicit?


▸ Does the code follow project conventions?


▸ Has technical debt been documented?


▸ Can architecture be improved?


▸ Are there any bugs?
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EVERYONE SHOULD CODE REVIEW
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Practical
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CODE REVIEW
Talk ReviewCode

Mid point reviews
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ASK PROGRAMMERS TO REVIEW 10 LINES 
OF CODE THEY’LL FIND 10 ISSUES…


ASK THEM TO DO 500 LINES  THEY’LL SAY 
IT’S GOOD TO GO

Anyone who’s done code review
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HOW MUCH SHOULD YOU REVIEW IN ONE GO?

Max 1 hour review at a time [5]

Fewer than 400 lines of code at a time [5]
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STORY OF ATOMIC COMMITS

DEPRECATE: The price calculation service

ADD: Facade to 3rd party price calculation service

UPDATE: Use new price calculator code 

REMOVE: Deprecated price calculation service

MERGE:  Use new calculation service: https://trello.com/a/1234

https://trello.com/a/1234
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ATOMIC COMMITS (2)

▸Use individual commits for:


▸whitespace changes


▸class renames or moves


▸method or property renames


▸composer updates 
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PULL OUT REFACTORS TO 
THEIR OWN REVIEW
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GOOD REVIEW COMMENTS
▸ Don’t be an idiot. Don’t be rude.


▸ Not critical of the author. (Use we rather than you).


▸ State problem and solution. (Maybe as a commit).


▸ Link to Stack Overflow, blog, etc.


▸ Use: “Let’s chat”.


▸ Use: “Question”.


▸ Compliment.
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RECEIVING REVIEW COMMENTS

▸ Don’t be an idiot. Don’t be rude


▸ Don’t take offence


▸ Do say if you disagree


▸ Compliment
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KEEP ON TOP OF CODE REVIEWS

‣ Code review > new code


‣ 30 to 60min focus blocks



@daveliddament

PRAGMATIC USE OF CODE REVIEW

‣ Default: Review everything


‣ Don’t review:


‣ Small changes


‣ Common refactors
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CODE REVIEW TIPS

▸Plan and communicate before you code


▸Keep code to be reviewed small in 
quantity


▸Be constructive in code review comments


▸Prioritise code review over new work


▸Be pragmatic
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CODE CAN ONLY BE DEPLOYED IF:

▸CI passes


▸Code review passes
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INTEGRATING CODE 
REVIEW INTO PROJECT 
WORKFLOW IS EASY!
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EFFECTIVE CODE REVIEW 
REDUCES OVERALL COST OF 
SOFTWARE DEVELOPMENT
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Dave Liddament  

@daveliddament  

Lamp Bristol

Organise PHP-SW meetup

20 years of writing software (C, Java, Python, PHP)

Thank you for

 listening

Author of Static Analysis Results Baseliner (SARB)
And PHP Language Extensions library
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